
BHAWESH CHAUDHARY
Security Engineer

 Kathmandu 44600 ◆ +977-9829344224 ◆ sayhi@bhaweshchaudhary.com.np

Security Engineer with hands-on experience in SIEM operations, threat detection, incident analysis,
and defensive/offensive security tooling. Previously worked 1.3+ years in Backend Development

(Node/PostgreSQL), strengthening API security and secure systems design. Open to remote and on-site

opportunities globally.

https://www.linkedin.com/in/bhaweshchaudhary/•
https://bhaweshchaudhary.com.np/•
https://bhaweshchaudhary.com.np/Astra/•

• Engineered centralized SIEM policies with Wazuh agent.conf (FIM/Logcollector).

• Reduced SOC noise using centralized ignore rules.
• Performed forensic analysis using whodata and syscheck.diff.

• Built Astra – a high-speed CLI network scanner.

• Triggered Level 10 alerts for SSH brute-force using custom policy correlation.
• 2nd Place – Smart India Hackathon for blockchain-based secure document system.

Startup Founder, 02/2025 - Current

Foxnett Business Solutions Pvt. Ltd. – Kathmandu, Nepal, 44600
Configured and deployed custom Linux MTA policies /etc/aliases) for real-time ticket piping,

eliminating reliance on external email providers (Zoho/Google) and ensuring independent data

ingestion.

•

Developed a custom WHMCS addon (Email Verification Cleaner) to resolve excessive spam

registrations and the lack of native bulk deletion. This solution automates the identification and purging

of unverified client accounts via a scheduled cron hook, resulting in significant administrative time
savings and a clean, compliant user database.

•
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Backend Developer, 11/2023 - 02/2025

A5 Capital Partners LLC – 1515 E Woodfield Rd STE 200, Schaumburg, IL 60173 (Remote)
Developed backend services using Node.js & PostgreSQL.•
Improved API performance and optimized database queries.•
Collaborated with frontend teams for secure and scalable system delivery.•
Participated in Agile processes including sprint planning and code reviews.•

Wazuh Splunk

Log Analysis Incident Response

Burp Suite Metasploit

Web App Pentesting Node.js

TypeScript Linux

Docker PostgreSQL

Astra Network Scanner — High-performance CLI Network Scanner•
SIEM/Wazuh Security Projects — Centralized FIM Policy, Log Correlation, Noise Tuning•

B.Tech: Computer Science And System Engineering, 08/2024

Andhra University - Visakhapatnam, AP, India

Winner — Smart India Hackathon 2023•
CGPA: 6.84 / 10•
Associate Software Developer Intern — A5 IT

Aug 2023 – Nov 2023
•

Google Cybersecurity Certification

, 12/2025

Microsoft Technology Associate for Database Administration Fundaments
, 06/2022
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